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Wireless Network Traffic Analysis System
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Abstract

Wireless networking is currently more and more popular among the residential users and organizations as
it is flexible and convenient as well as its continued improvement. However, none of any system works
without problem including wireless network system. Wireless network has its limitations in terms of signal
transmission. In some situations there may be disturbance as well as channels sharing under the same
frequency including reduction of very high signal cause impact to data transferred within network.

To increase effectiveness and ultimate utilization of wireless network system, this project has been
established with an aim to analyze data transmitting focuses on Sniffer in order to analyze wireless network
traffic in terms of its utilization. It is expected to find out causes of problem and its solution which will be
resulted in a better quality of the system. Wireless network traffic analysis system can capture packets and
display traffic packet data within the network and report captured packet into the chart format as well as to

summarize data of time and various service titles according to different protocols.
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Packet Capture
Module
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event dwsuifutuiindeyanafidniudeyals
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Hldazdonihmstususiesnsidiluyhnsgteyaneluld emnuvasnsslunmsithiadidstoya :nand 7
Alfazdonsendaya Username uay Password lignies mnAamainvzinisuisfiewdudidnusduns mnadnlu

Wireless Network Data Traffic Analyzer System

Computer Engineering Kasetsart University Kamphaeng Saen Campus

ADMINISTRATION LOGIN]|

Username

Password

[¥] Remember me LOGIN

Remember me agvibiszuuddlindsanladlaldauiulusiugy
amil 7 wiiumanstududidudguaszuu
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REPORTS
Types of Traffic
Ecwlp:uy%] /‘TDP'S14%
UDP : 9162 %
I TOP I uoP M icve |
Traffic Type Show by Services
Unreachable_Port: 0.12% HTTP: 0.09%
EchoRequest: 0.06% — 8SL: 7.95%
EchoReply: 0.05% | - syslog-rsh: 0.1%
/ bootpdidhcp: 4.82%
bootps: 4.282%
DNS: B81.97% -
P o 1 v a :{' & a
AN 8 VI’JE]EJ’NSUEE‘JJGLLEJﬂGﬂlﬂj‘u@ﬂ.ﬂﬂ%ﬂ@ﬁ‘lﬂLLﬂ@N@@ﬂN?LU‘IJLLN‘IJQ%J
Service of TCP Service of UDP TypeCode of ICMP
Count Count Typecode Count
HTTE 11 bootpdidhcp 1 EchoReply 2]
S50 937 bootps 1 EchoReqguest 11
syslog-rsh 12 DS 17 Unreachable Port Pyl

AN 9 uansayaveIuINITieg Nns1any wuwnulnsinaea
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Summary

ltem Value

Capture Status

Start Date 2012-03-23

Start Time 21:19:56

End Date 2012-03-24

End Time 20012:35

Duration 0 days 22 hours 1372 min
Traffic Bytes Packets

Total 10629062 Bytes 17264

Average Packet Size 615.68 Bytes

AN 10 WARITIBNUATUAINTINVBINT Sniffer

REPORTS : TCP

2012-03-23 21:19:56

192.168.11.35: 51623

65.197.244.57 ; 443

1-2 2012-03-23 21:19:56 65.197.244.57 : 443 192.168.11.35: 51623 SSL
=g 2012-03-23 21:19:56 192.168.11.35: 51623 65.197.244.57 : 443 SSL
1-4 2012-03-23 21:19:56 23.58.243.206 : 443 192.168.11.35: 51610 SSL
1-5 2012-03-23 21:19:56 23.58.243.206 : 443 192.168.11.35: 51610 S5L
1-6 2012-03-23 21:19:56 192.168.11.35: 51610 23.58.243.2006 : 443 SSL
T-T 2012-03-23 21:19:56 23.58.243.206 : 443 192.168.11.35: 51610 SSL
1-8 2012-03-23 21:19:56 208.46.163.57 : 443 192.168.11.35: 51616 SSL
T-9 2012-03-23 21:19:56 208.46.163.57 : 443 192.168.11.35: 51616 S5L
1-10 2012-03-23 21:19:56 208.46.163.57 : 443 192.168.11.35: 51612 SSL

Total 1406 Record 1

AT 11 LansTenuUIITazdenvedlnsiuaea TCP

Al 8, 9 warlo wansiedsduvemthssnunadudunnlnesiuvesdeyaiinisasasneluadedne
awil 8 uansdeyalnslnereauazuinmsluguuuuunugll awil 9 uansfeyau3nisnaqluzuuuunisis amdi 10
wansdoyaagUnmsiuvesmsindudeya uaramd 11 uansfegresnuseazdeansinduamzdeyalusiy
Aoa TCP

4. PFIATITYING
NISNARBITNTULNALAR TCP, UDP wag ICMP Lﬁumié’ﬂé’u*ﬁa;&aﬁﬁmiﬁ]imimﬂuiswm%aﬁdwLﬁammaamfﬂ

SEUUANTUANLNSASNTULTAALAR TCP, UDP way ICMP 19a5a A w# 12 wanIN1599uYeLlUTUNTUYMEANIUTBYA
Tnglusunsuazdinsuansdeyaveiainidnduldy mnaaulefiduniawasyalens awnvewinin wasdoyalu
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WU Binary laenmsdndudeyatianunsadniugnisasaslueiednsldasudin 100 % esnuussiaveuiaiinli
DEATOUAAY FiB TCP, UDP uay ICMP dasinagnsluning 8 (uw)
dieldlusunsudnduuiiania TWswnsuasinsanduuiaiaseifinnsesastuaietis wazdaludgudeoya

\iouansualufanni 13
@:39:35,.827 Len=66 74.125.236.162:88 > 192.168.11.35:56865
= mweexxxx Raw Hex Output — length=66 hytes
: Segment:
B8 11 58 h3 26 18 56 180 B8 B2 BE B8 45 B8
: BA1A B0 34 Bd 44 B8 BB 7?7 95 4a ?d ec a2 cB ab
: BB2B Bh 23 8@ 58 de 21 5e 55 b2 d7 16 e 88 11
1 BB38 1b 12 f8 e3 B8 88 81 B8 Ba 42 hd 7a 85 B8 59
- BA4A 4O 2d
Packet dumped to file and added to datahase.

@:39:35,.828 Len=66 192_168.11._.35%:56865 —» P4_125_236_162:8@
= mwexxxxx Raw Hex Output — length=66 hytes
: Segment:

18 88 82 88 11 26 B8 88 4% B8
: BA1A 34 58 82 489 BB 88 Bo ch af Bb 23 4a d
: BBz@ aZ de 21 88 58 h2 d7 ch d4 Se 56 BA 18
: BB3e £f? 77 4e 68 80 81 B1 88 5a 2d db 42 bd
: BB4@ a5
Packet dumped to file and added to datahase.

AN 12 waAdlUTLNSUABUYININITANTU

Traffic Type Show by Services

Unreachable_Port: 5.288%

HTTP: 9.48%

DNS: 2B.47%

S5L: 45 1%

bootps: 2.58%

bootpd/dhep: 3.58%

Traffic Profile by Protocol

TCP (58.56% (130 items) Click go to List of TCP

UDP {35.59%)79 items) Click go to List of UDP

ICMP (5.86%)(13 items) Click go to List of ICMP

29N 13 uansiegnetoyares TCP,UDP wag ICMP wdnduls
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100% I‘Lliuﬂ'U Transport Layer wiilslanunsauansu3nislusesu Application Layer v iosannunsusnnslaiiilu
gudaya suwauammiumuuammm Port §1m1n31 Port Shulsllaiinisimunly fegliuaniseasiBeavesudnistun
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